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Factory Settings

The “Factory Settings” interface of DragonForce is only available to the administrator of the
system. In Factory Settings you can make changes to many key components of the system
including the mobile client, maps, location and tracking settings, etc.. The Factory Settings
interface also provides information on system settings and diagnostic reports essential for
troubleshooting and performance fixes. Through Factory Settings, the administrator can also
access different optional features and services of DragonForce. The Factory Settings interface
allows for an administrator to review, edit, and add many features, services, and components to
their DragonForce system as well as gives Drakontas access to information and issues that allow
us to make system fixes and enhancements.
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Status

[4 DragonForce x / [ diorce-testdrakontas.cc X

€ © 0% S o it The “Status” tab of factory settings shows current
r———— e — , system information as well as user information.

dforce-test.drakontas.com

System Control Panel

Status aps Sitrep Types

The “System” section displays system information such
as current uptime and software version.

The “Sessions” section shows the user activity for this
system. It includes online users as well as unavailable
users, or users who have gone inactive but not
successfully logged out.

3 online, 2 unavailable

Logs

“Logs” allows the administrator to see system
: :

diagnostic logs. These reports may be sent to
Drakontas to assist with troubleshooting.

The “Log In Audit” displays the log in attempts to this
system over a set time period. This also shows whether
the attempt was successful or not.
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Conflguratlon (10of 6)

[ DragonFor % /[ dforce-test.drakontas
& C 1} | & Secure | https;//dforce-test.drakontas.com/sysadmin/configuration
i35 Apps For quick access, place your bookmarks here on the bookmarks bar. Impert bookmarks now...

Status Configuration Maps Sitrep Types Locations Backup

Save Cancel

Client Applications

Manual Client Configuration
App Distribution Mode

Download
® Device App Market (App Store/Play Store)

Name Current Minimum URI
dfandroid |1 1 /
dfiphone |1 1 /

Save

Android Client
Upload new android (APK) package file

Choose File | Mo file chosen

Require mandatory update.

Licenses

Services

Integrations

The “Configuration” tab allows the
admin. to view or edit default
settings in the server.

“Client Application” allows the
admin. to select mobile app
distribution, or the way users can
access the app. Either by
downloading off of the server or
through the appropriate app
market. The client configuration
also allows the admin to set the
minimum requirements for the
apps. This section also allows the
admin to update the Android APK.
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Time fone

Apple Push Notifications (APN)

s APN service

“Time Zone” lets an
administrator select the time
zone the system will use for
reports.

“Apple Push Notification” allows
the admin to select whether or
not the system sends APN’s
through the iOS app. It also
provides space to enter the APN
host and feedback servers, as
well as update the APN
certificate.
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Conflguratlon (3 of 6)

[1 DragonFor % / [} diorce-testdrakontas
. ” The “Location Rates and Thresholds” section allows an
I, administrator to set tracking and location minimums and

defaults.

Minimum and default report intervals can be set for
tactical mode, and default intervals can be set for normal
and power saving mode. All intervals are in seconds.

Default normal report interval (=)
60

Minimum and preferred location accuracy can also be set
S — to ensure that a location is reported within a certain
—— distance. A minimum delta can also be set so a users
T ————— location is only reported when they move a significant

Default minimum delta (m)

distance. All accuracy settings are in meters.

io e mAe These settings may also be customized for individual
departments.
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Configuration (4 of 6)

-------------------------

The “Geocoder” section allows the
administrator to configure the geocoding
service from the various types provided.
These fields can be left blank to use the
default settings from the chosen type.

The “Default Location” section lets an

administrator select a new default ‘home
location’ for new departments. This does
not impact already created departments.

The “Units” section lets the administrator
select the default measurement units used
in new departments either Metric or US
(Imperial). This does not impact already
created departments.
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Configuration (5 of 6)

The “Twilio” section enables SMS text
o notifications in DragonForce. Enter
account information to utilize this
feature.

The “Twitter Accounts” section lets an
administrator add accounts for the
department to access.

The “NTP Server” section allows the
- admin to either add your own NTP

server or use the default ntp.org
server.
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Configuration (6 of 6)

The “StatsD” section allows the
administrator to choose if you

want to send system stats and

[soc performance information to the

Drakontas StatsD server.

StatsD host
stats.drmkontas. com

SSL Certificate

ificate and key files will be overwritten by this upc

The “SSL Certificate” section
allows the admin to update the
SSL certificate and Certificate
Key for the server. This section
should be used if your server
has a publicly trusted
certificate.

Certificate Key
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Maps (1 of 2)

[} DragonForce X [ dforce-test.drakontas.co X

& C 1Y | & Secure | hitps//dforce-test.drakontas.com/sysadmin/maps

HH Apps For quick access, place your bookmarks here on the bockmarks bar. Impaort bookmarks now... The “Maps” tab aIIOWS the
dforce-test.drakontas.com administrator to set the map
services for the system, and

Status Configuration Sitrep Types Locations Backup Licenses Services Integrations

o ] Gt | configure the map settings.

Projections

The “Projections” section lets

I oo o S S B e BT e e S i the admin add or edit the map
crsciaazs | [spmiiongit s WSRA +dshumWGSEA oo def projections in the system.

Map Services “Map services” lets the admin
Add New Map Servic add or edit map services.

Protocol
XYZ r

Map Service (Protocol: xyz)
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Maps (2 of 2)

Map Service (Protocol: xyz)

Supported Projections

Supported MNative Projection (Reference)
o #) EPSG:3857
EPSG:4326

The “Map Service” section allows
- o the administrator to edit

R — L — information of a map projection
including the name, description,
m*{w*“ I attribution, URL, extension,
e . - zoom levels, and extent of the
e e ket T ot T el map. These settings must be set
for each map added.

# Base Layer

Max Extent
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SitRep Types

[ DragenForce x [ dforce-test.drakontascc X odi=n]

& C ) | 8 Secure | httpsy//dforce-test.drakontas.com/sysadmin/sitrep_types (

11z Apps For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now...

dforce-test.drakontas.com

System Control Panel

The “SitRep Types” tab allows
the administrator to add and
replace any SitRep packages
available in the department
server. The packages are zip

e files and provided by
Drakontas.

Package
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Locations

[% DragonForce ¥ / [ dforce-testdrakontas.co X Andrew; — X

& C () | & Secure | https://dforce-test.drakontas.com/sysadmin/locations Q é‘.’l [+]

==z Apps For quick access, place your bookmarks here on the bookmarks bar. Import boo

Switch Interface | Log out

licenses  Services  Integratio Th e 1 LO Cat i O n S 7 ta b
Offloaded Locations . .
Evary day, all lacations that wers reported mare than 30 days sarlier sre removed from the databsse and srchived. They may be dawnloadsd =5 CSV files belaw d I S p I ays t h e a rc h Ive d

Name Archived Size

:: location data more than
e @ 30 days old. These

=00 locations may be
T
e @l offloaded from

'Ej-:“:: DragonForce and can be
T downloaded as a CSV

e fil
lne.
locations-20170425.csv  05/26/2017 17:37:14 11.8 KB . ﬂ

locations-20170426.csv  05/27/2017 17:37:13 15.2 KB . H

locations-20170427.csv  05/28/2017 17:37:13 1B KB . u

locations-20170428.csv  05/29/2017 17:37:13 19.3 KB . ﬂ -
¢~ :07 PM

locations-20170410.csv  05/11/2017 17:37:1

=

csv  05/12/2017 17:37:1

=

locations-2017

locations-20170412.csv  05/13/2017 17:37:1

=

locations-20170413.csv  05/14/2017 17:37:1

=

locations-20170414.csv  05/15/2017 17:37:1

=

locations-20170420.csv  05/21/2017 17:37:1

=}

locations-20170421.csv  05/22/2017 17:37:1

locations-20170422.csv  05/23/2017 17:37:1

w

locations-20170423.csv  05/24/2017 17:37:1

=]

locations-20170424.csv  05/25/2017 17:37:1

=]
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Expaort Key

Update Encryption key

WARNING: Generating or importing a new encryption key will cause any existing keys to be erased.

Impart New Key

Actions

Schedule Backup

The “Backup” tab allows an
administrator to set up the backup and
restore feature of DragonForce. The
backup is fully encrypted and stored on
an external server.

The “Backup Configuration” section lets
the admin choose the protocol, and
enter the proper host and
authentication information.

The “Update Encryption key” section
allows an administrator to change the
encryption key used for backups. An
admin can generate a new key or
upload a new key.
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Licenses

[ DragonForce % /[ [ dforce-testdrakontas.cc X Lo - X

& (&) ﬁ & Secure | https;//dforce-test.drakontas.com/sysadmin/licenses Q ¥ I!% o

it Apps For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks nowr...

dforce-test.drakontas.com Switch Interface | Log out

System Control Panel

The “License” tab lets the
administrator view license
information, including
expiration date, number of
licenses. This section also
allows the administrator to
apply new licenses to the
system.

. g gy ROTPM
100% )4 ~ 220m 20 i %1
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Services (1of 2)

System Control Panel

The “Services” tab displays all
services used by DragonForce
on the system. The
administrator can view the
status of these services and can
restart them if necessary to fix
performance or troubleshoot
issues. The administrator can
also restart the entire system if
needed.

Status Canfiguration Maps Sitrep Types Locations Backup Licenses Integrations

DForce Restart

systemct] restart dforce

rue -F JEB33545 roat fusr/libed/erlang -prognare erl hane fvar/libfejabberd snamc ojabberd

S EEEEE A
-

NTP
The tab shows the XMPP
oo csmenv eow processes, NTP processes, and

the Twitter Daemon.

Twitter Daemon
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Services (2 of 2)

MNginx
=3
Processes

Other services that the
ntegratien runne admin can view and
i restart are Nginx, the
Processes

integration runner, the
xmpp-bridge, and
drones.

dforce-xmpp-brndge

Frocesges

Drones
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Integ ratlons

[ DragonFarce x [ dforce-test.drakontas.c
< (& 0 & Secure | https://dforce-test.drakontas.com/sysadmin/integrations
i3t Apps For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now...

dforce-test.drakontas.com

System Control Panel

The “Integrations” tab allows an
administrator to establish an
integration between DragonForce
and a third party software platform.
These integrations can be used to
exchange information (e.g. location

http://192.168.10.40:8081/]

reports, text messages, group
creation events, etc.) An
administrator can edit or enable

O N these integrations.
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Find additional documentation in the DragonForce Academy:
http://www.Drakontas.com/academy

To make a support request, please visit:
http://support.Drakontas.com

Drakontas LLC
dfsupport@Drakontas.com

www.Drakontas.com
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